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EXECUTIVE SUMMARY
1.     INTRODUCTION

1.1.
The programmed audit was undertaken as part of the Member approved Internal Audit Plan for the financial year 2013/14. 

1.2.
The overall objectives of the audit were as follows:

1.1. To evaluate the systems in operation with regard to financial procedures and procedures relating to the operation of the Gladstone MRM system and to recommend improvements where necessary.

1.2. To ensure that system controls were operating effectively and that there was a sound control environment for the operation of the Gladstone MRM system contributing towards the council achieving its corporate objectives. 
1.3. To ensure that Council policies were being met and instructions issued to comply with Section 151 Standards were adhered to.

1.4. To check a sample of transactions to ensure they were correct and procedures were being complied with.
1.5. The ensure that assets were safeguarded.
2.     AUDIT OPINION

2.1.
The control environment relating to the Gladstone MRM system was considered adequate overall, although there were some areas which were considered weak which required urgent attention to be taken. The conclusions which led to the Audit Opinion were as follows:

	Area of Audit
	Conclusion

	Contractual Arrangement
	Weak

	Training and Guidance
	Adequate

	System Access
	Adequate

	Use of System
	Adequate

	Debtors
	Weak

	Use of Facilities
	Adequate

	Reports
	Adequate


2.2.
The table above is a summary of the conclusions arrived at in the findings section of the audit report and is based on evidence obtained during the review.
3.     SCOPE OF THE REVIEW
3.1.     To contribute towards the Council meeting the requirements of The Accounts and Audit Regulations (England) 2011, which, 

a) Requires authorities to ensure that the financial management is adequate and effective, that there are sound systems of internal control which facilitate the effective exercise of the Council’s functions and which include arrangements for the management of risk.

b) Requires authorities to undertake an adequate and effective internal audit of its accounting records and of its system of internal control in accordance with proper practices in relation to internal control. 

3.2.    That being the case, the scope of the review took into account the following:
a) Contractual Agreement:
· Whether a formal agreement was in place with Gladstone MRM.

· Whether the terms, conditions and pricing structure were being adhered to.
b) Training and Guidance:
· Whether staff had received appropriate training and/or guidance on the use of the Gladstone MRM system. 

c) System Access:
· Whether all staff who took credit/debit card payments had completed the required PCI-DSS form.

· The adequacy of controls regarding access to the system.
d) Use of System:
· To established how the system was being used.

· To establish whether the system provided complete records.
e) Debtors:

· Whether debtors were being chased up in a timely manner.

· Whether appropriate records were being maintained.
1.6. Use of Facilities:

· Whether the use of facilities by members was adequately controlled.
4.
MAIN FINDINGS
4.1 The main findings which lead to the Audit Opinion of adequate were as follows:
a) Despite being advised that there was a formal agreement with Gladstone MRM, evidence was not provided at the time of the audit and Legal Services confirmed that they had had no involvement with any arrangements with Gladstone MRM  and had no contract documents. 
b) In the absence of a formal contract, efforts were made to establish how prices had been arrived at. Although there was some evidence that prices were quoted in catalogues, for other payments there was no evidence of quotations being provided.

c) There was no evidence of formal market testing, despite the value of payments being in excess of £60,000. As such there was no evidence that the system was providing value for money and there was no protection for staff regarding potential accusations of collusion or favouritism.

d) Although the Data and Information Officer advised that she had received training on the use of the system by Gladstone MRM, and that she had subsequently provided training to the site administrators, there were no records in place to show who had been trained at sites on the use of Gladstones MRM.

e) Although it was confirmed that there were training manuals at each of the sites, these were acknowledged to be out of date and some work was on-going to produce a new instruction manual for staff.

1.7. There was no evidence that a sample of staff whose responsibilities included taking debit or credit card payments had completed the required PCI-DSS form.

1.8. It was established that staff at sites were on occasions sharing log-ins/passwords, particularly when working on reception. Although these instances had been flagged up with management and action taken on individual issues no action had been taken to improve controls. 

1.9. It was identified that on occasions staff with access to the Gladstone MRM system, who also had Lifestyles membership, had actioned their own account e.g. booked courses using their Council LID as opposed to logging in using their membership details.

1.10. A review of the electronic records regarding membership details was carried out for a sample of members and it was established that information was being routinely missed.

1.11. Some members had received a Corporate Membership, being at a reduced rate, despite the fact their employing organisation did not appear on the subscribed list which was published on the intranet.  
1.12. Membership forms were being retained in more than one location, in excess of 5 years and it was established that they were not being held securely, despite the fact that they contained bank details and other personal information.

1.13. There is an absence of monitoring with regards to compliance with the use of the MRM system.
1.14. There were weaknesses with regards to procedures for the recovery of debt which are summarised as follows:

· Roles and responsibilities not clearly defined;

· Lack of consistency;

· Debts not being recovered in a timely manner;

· Debts dating back a number of years with little or no action being evidenced;

· Court action not being taken with regards to bad debts;

· Value for money not clearly demonstrated i.e. whether the cost of recovering the debt outweighs the income received.

1.15. Concerns regarding the controls in place regarding use of the facilities by members given the issues with regards to incomplete records on the MRM system i.e. photographs, and the introduction of automatic swipe/payment kiosks at some sites which could further weaken controls.

1.16. Issues regarding the number and type of reports being produced, who they were sent to and clarity around roles and responsibilities for taking action on the reports.
5.
MAIN RISKS

5.1
 The main risks identified from the audit findings were as follows:
· Lack of formal market testing which could result in poor value for money.
· Allegations of collusion or favouritism.
· Non-compliance with council Policy/EU Legislation.
· Potential legal costs resolving issues arising from the lack of a contract.
· Misuse of the system.
· Inappropriate access rights.
· Incomplete records.
· Potential fines from the Information Commissioner due to mishandling personal information.
· Financial loss to the Council.
6.
RECOMMENDATIONS SUMMARY
6.1
The Action Plan, which shows the recommendations made to management along with the management response received is detailed at 7.1.
6.2
The Action Plan at 7.1 also details the response received from management in response to the follow up process in accordance with Internal Audit’s procedures.

6.3
The management response to the follow-up was considered by Internal Audit and although from the information provided it was evident that some action had been taken with regards to the recommendations, it was clear that in a number of areas work was on-going. As such it was considered that the control environment should remain as adequate until further action was taken to address the recommendations.

6.4
Management were advised of this and advised to ensure that work continued to address the outstanding issues. 
7.          ACTION PLAN AND MANAGEMENT RESPONSES 
7.1
Action Plan and Management Response to Recommendations made in Internal Audit Report Issued 22nd April 2014 and Response the Follow-up of the 13th August 2014
	Rec

No.
	Report Recommendations
	Management Response/Proposed Action Plan 
	Response to Follow-up 13th August 2014

Implemented 

Yes/No

(If no, please give reason)

	1.
	Steps should be taken to establish whether the arrangement with Gladstone MRM continues to provide value for money.
	This is being looked at with a number of options currently available. 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
June 14
	Yes

	2.
	If the term of the arrangement can be formally established, on completion of that term, a formal tendering process should be carried out.
	This will be examined if a tender is the way forward and the most cost effective method for the Council 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
June 14
	Discussions have taken place with both procurement and legal. The necessary paperwork has been submitted to legal. Awaiting response.

	3.
	The method by which costs are determined between Leisure Services and Gladstone MRM needs to be reviewed given that the prices charged could not be verified.
	Sport Services always gets quotes from Gladstone’s prior to placing an order and often go back to challenge the costs. An order placed prior an invoice being received. The annual support fees are invoiced and paid against each area where costs are incurred. 

Name of Responsible Officer

Gary Byrnes/ Frances Durkan
Proposed Date of Action
Ongoing
	Yes

	4.
	The Director of Communities should be advised of the current situation and the risks. Appropriate action should then be taken. For example, contact should be made with Legal Services and the Corporate Procurement Officer to determine how the risks of challenge of favouritism and/or breach of EU rules can be mitigated.
	The director is aware due to inclusion in the distribution of this report. I am currently working with procurement and am due to meet with legal to discuss 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
June 14
	Discussions have taken place with both procurement and legal. The necessary paperwork has been submitted to legal. Awaiting response. 

	5.
	Management should conduct an exercise to ensure that staff have received the level of training commensurate with their role.
	Training has been carried out with all staff who use MRM. Records have been kept of any training that has taken place since October 2010. The rest of the site specific training is recorded on induction forms. All reception staff go through a thorough induction and work shadowing prior to being allowed to use the system unsupervised. 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
Ongoing
	Yes, thorough training is carried out prior to staff using the system. Staff then have supervised access until they are fully up to speed.

	6.
	Operating procedures should be updated to ensure staff know exactly what is expected of them.
	We are in the process of updating the operating manual.

Existing manual is still available. Training has been carried out with staff as systems changed but the training manual has not been updated. 

Name of Responsible Officer

Gary Byrnes/Frances Durkan
Proposed Date of Action
July 2014
	

	7.
	Management should retain records of all training delivered to staff.
	Training records are kept for all training, including inductions. 

Name of Responsible Officer
Gary Byrnes
Proposed Date of Action
ongoing
	Yes ongoing

	8.
	Management should conduct an exercise to ensure that all staff who take credit/debit card payments have completed a PCI-DSS form.
	Forms have been sent out to all who take card payments. They will be completed then passed to HR to be held on individual files. 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
End May 2014
	Yes completed and submitted to Finance 

	9.
	Management should address those instances where there is an abuse of passwords/system access in a timely and appropriate manner.
	Use of the system is monitored and staff contacted to explain why procedures are not being followed. Feedback is then recorded, by e mail. This is kept by System owner. Action will be taken if abuse of the system takes place. 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
ongoing
	Yes, monitoring continues on a regular basis and issues addressed 

	10.
	Those personal accounts belonging to staff with system access should be reviewed, on a periodic basis, by an independent officer. Such checks should be documented.
	System administrator will do monthly checks and identify any issues to system owner who will take action

Name of Responsible Officer
Gary Byrnes
Proposed Date of Action
April 2014
	Yes , this is being monitored on a regular basis. 

	11.
	Staff should be reminded that any bookings etc. should be made using their member login as opposed to their live LID.
	E mail to be sent to all staff who do have access to the MRM system by G Byrnes 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
May 2014
	Yes, this is monitored regularly

	12.
	The issues raised in section 8.4 of this report, which include incomplete records, Corporate membership and the retention and disposal of documentation need to be addressed. Once an appropriate course of action has been determined staff instructions should be issued and steps taken to address issues of non-compliance.  This recommendation should be considered in conjunction with Recommendation 6.
	Retention – a rolling twelve months of membership records is to be securely maintained in Westgate House all older paper records have been confidentially destroyed. A full financial year of banking reconciliation and related paperwork will be scanned in plus current year.

Name of Responsible Officer
Wendy Halstead
Proposed Date of Action
April 2014
	Yes 

	13.
	The method by which debts are recovered should be reviewed and action taken as appropriate.
	We have made changes to debt collection and Westgate House is now up to date.

A flowchart of the debt process is available

Name of Responsible Officer

Wendy Halstead
Proposed Date of Action
April 2014
	Yes

	14.
	The use of the swipe/payment kiosk needs to be reviewed to ensure that members are not taking advantage of the fact that it is now easier to use the Council’s facilities without challenge as to the continuing validity of their membership.  
	It is now easier to enter the Council facilities at Brighouse and Sowerby Bridge for members as they can use the Kiosks. The layout of the buildings does allow people who don’t want to pay access. Checks are carried out randomly by centre staff to ensure this is kept to a minimum. This is no different than it was prior to the Kiosks, indeed user numbers have increased suggesting customers are booking in rather than just walking in.  Receipts are produced and random checks are carried out by staff and class instructors. 

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action
Ongoing
	Yes, it appears usage figures have risen since using the kiosks which suggests that members are using them rather than walking by reception. 

	15.
	The types of reports being produced, together with their recipients, should be reviewed for continuing relevance.
	Reports have been reviewed and the people the reports are being sent to has been reviewed to ensure information is relevant to the individuals.

Name of Responsible Officer

Gary Byrnes
Proposed Date of Action 

March 2014
	Yes 
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