[image: image1.emf] 

Red  

Amber   Amber  

Green  

Adequate  

Weak   S ound  

[image: image2.jpg]Calderdale
»\Cguncil



[image: image3.png]


[image: image4.jpg]


A
[image: image5.jpg]


[image: image6.jpg]


[image: image7.jpg]




COMMUNICATIONS AND OPERATIONS MANAGMENT
EXECUTIVE SUMMARY CONTENTS
	Section
	Page

	
	

	1. Introduction
2. Audit Opinion
3. Scope of the Review
4. Main Findings

5. Main Risks

6. Recommendations Summary
	3
3

4
6
8
8

	Key Dates and Distribution


	

	Date Report Issued
	9th June 2014
	Auditor
	Management Auditor (Computers) 

	Date Response Received
	26th June 2014
	Distribution
	ICT Infrastructure and Delivery Manager


	Date Follow-up Issued 
	n/a
	
	

	Date Follow-up Returned
	n/a
	
	


EXECUTIVE SUMMARY
1.     INTRODUCTION

1.1.
The programmed audit was undertaken as part of the Member approved Internal Audit Plan for the financial year 2014/15. 

1.2.
The overall objectives of the audit were as follows:

a. To confirm that the Council has developed, approved and embedded appropriate Policies and Procedures for the ICTCE in compliance with ISO (International Standards Organisation) 27002.
b. To ensure the systems in operation comply with the approved ICTCE Policies and Procedures (based on ISO 27002) and recommend improvements where necessary.
c. To ensure that system controls are operating effectively and that a sound control environment exists contributing towards the Council achieving its corporate objectives.

d. To ensure that Council policies are being met and instructions issued to comply with the ICTCE Standards are adhered to.

e. To check a sample of transactions to ensure they are correct and procedures have been complied with.

f. To ensure that assets are safeguarded.

2.     AUDIT OPINION

2.1.
The control environment and audit opinion for Communications and Operations Management at the time of the audit was Sound. 


The conclusions which led to the Audit Opinion were as follows:
	Area of Audit
	Conclusion

	Previous Audit Recommendations
	Sound

	Operational Procedures and Responsibilities 
	Sound

	System Planning and Acceptance
	Sound

	Protection Against Malicious and Mobile Code 
	Sound

	Back-up
	Sound

	Network Security Management
	Sound

	Media Handling 
	Sound

	Electronic Commerce Services
	Adequate

	Monitoring
	Adequate


2.2.
The table above is a summary of the conclusions arrived at in the findings section of the audit report and is based on evidence obtained during the review.

3.     SCOPE OF THE REVIEW
3.1     The Councils Information Governance Framework states the following in respect of Information Security:
“The ISO 27001:2005 was formally a British Standard (BS: 7799) and is the de-facto international standard on establishing, operating and maintaining an Information Security Management System (ISMS). These 11 security sections are made up of 133 information security control objectives. The Government Connect Code of Connection and Payment Industry Standards are closely linked to the ISO27000 series of standards. Whilst the Council has not formally obtained ISO certification, it operates to the principles contained in the code of practice.” 
3.2     The code of practice referred to in the Council’s Information Governance Framework is ISO/IEC 27002 (Information technology – Code of Practice for Information Security Management) within the ISO 27000 series of standards. 

3.3     ISO 27002 contains the controls identified in ISO 27001 together with implementation guidance that provide a single point resource for organisations to develop their own information security related policies and procedures. This audit is a review of the current position in respect of the Council’s ICT Security based on a comparison against the security controls that are published within ISO 27002.

3.4     Controls that do not directly affect computer data are not included within the tests carried out as these are not the responsibility of Corporate ICT and or the ICT Control Environment Corporate Support Group. 

3.5     That being the case, the scope of the review took into account the following:

a. A review of Operational Procedures and Responsibilities, to ensure:

· the correct and secure operation of information processing facilities;

· operating procedures are documented, maintained and made available to all users who need them;

· duties and areas of responsibility are segregated to reduce opportunities for unauthorised or unintentional modification or misuse of the organisation’s assets;
· development, test and operational facilities are separated to reduce the risks of unauthorised access or changes to the operational system.
b. A review of System Planning and Acceptance, to ensure that:
· the risk of system failures is minimised;

· the use of resources is monitored, tuned, and projections are made of future capacity requirements to ensure the required system performance;

· the acceptance criteria for new information systems, upgrades, and new versions are established and suitable tests of the system(s) carried out during development and prior to acceptance.
c. A review of Protection Against Malicious and Mobile Code, to ensure that:
· the integrity of software and information is protected;

· procedures for the detection, prevention and recovery controls which protect against malicious code have been implemented including the communication of user awareness procedures;

· where the use of mobile code is authorised, the configuration ensures that the authorised mobile code operates according to a clearly defined security policy, and an unauthorised mobile code is prevented from executing.

d. A review of the Back-up procedures, to ensure that:

· the integrity and availability of information and information processing facilities are maintained;
· back-up copies of information and software are taken and tested regularly in accordance with the agreed back-up policy.

e. A review of Network Security Management, to ensure that:
· information in networks and the supporting infrastructure is protected;
· networks are adequately managed and controlled, in order to be protected from threats, and security for the systems and applications using the network, including information in transit is maintained;
· security features, service levels, and management requirements of all network services are identified and included in any network services agreement, whether these services are provided in-house or outsourced. 
f. A review of Media Handling arrangements, to ensure:
· arrangements are in place to prevent unauthorised disclosure; modification, removal or destruction of assets and interruption to business activities;

· there are procedures in place for the management of removable media; 

· media is disposed of securely and safely when no longer required, using formal procedures;

· procedures for the handling and storage of information have been established to protect information from unauthorised disclosure or misuse;
· system documentation is protected against unauthorised access.
g. A review of Electronic Commerce Services, to ensure:
· the security of electronic commerce services and their secure use;
· that information involved in electronic commerce passing over public networks is protected from fraudulent activity, contract dispute, and unauthorised disclosure and modification;
· information involved in on-line transactions is protected to prevent incomplete transmission, mis-routing, unauthorised message alteration, unauthorised disclosure, unauthorised message duplication or replay;

· the integrity of information made available on a publicly available system is protected to prevent unauthorised modification.
h. A review of Monitoring arrangements, to ensure:
· unauthorised information processing activities are detected;

· audit logs recording user activities, exceptions, and information security events are produced and kept for an agreed period to assist in future investigations and access control monitoring; 

· procedures for monitoring use of information processing facilities are established and the results of the monitoring activities reviewed regularly;

· logging facilities and log information are protected against tampering and unauthorised access;
· system administrator and system operator activities are logged;

· faults are logged, analysed, and appropriate action taken.
4        MAIN FINDINGS
4.1   The previous report on Communications and Operations was issued in April 2012 and gave an audit opinion of Sound. All recommendation made in the previous report were found to have been fully implemented.
4.2   A Communications and Operations Management Policy is in place which covers all required aspects and is published on the Intranet.
4.3   Checks were carried out on balancing procedures and the control documentation was found to be fully completed as required.
4.4   There was clear separation between development, test and operational activities and all fundamental in-house developed systems have separate live and test systems.
4.5   The following issues were noted with regards to operational procedures and responsibilities which although action was required were not considered to effect controls:
·     there was no current use of batch scheduling software, which provides a means of automating manual tasks;
·     the main operational distribution lists and the weekly change security reports were not fully up to date;
·     there was no programmed review of scheduled jobs with client system owners to identify redundant jobs.
4.6   A System Planning and Capacity Management Policy to reduce the risk of system failure is in place and is published on the Intranet which gives clear guidance on capacity planning and monitoring.
4.7   In respect of monitoring there are a number of pro-active measures in place, one of which being the use of a software product, NetCrunch, to alert potential systems capacity problems, the following issues were noted with regards to this product:
·     the product in use was an unsupported version which was out of maintenance;

·     it was not possible to produce reports from NetCrunch software which could be useful in identifying problems such as system downtime which may indicate other problems in addition to capacity.

4.8   An up to date Protection against Malicious and Mobile Code Policy is in place which documents the steps taken to minimise the threat.

4.9   An ICTCE Backup and Restore procedure document is in place and is published on the Intranet.
4.10   From testing it was established that ISO guidance had been followed with regards to back-ups and tests carried out to restore data. The only exception was with regards to there being no official test restoration plan in place to ensure that the recovery of all databases/systems are regularly proved for business continuity purposes.
4.11   The security of the Council’s network is effectively checked by a number of mechanisms i.e. Public Sector Network (PSN) submission Annual Technical Health Check, PCI (Payment Card Industry) penetration testing, PCI compliance questionnaire etc.

4.12   Although quarterly penetration scans are carried out by an accredited external service provider, there was a need to review the specific technical requirements of the Payment Card Industry Data Security Standards (PCI DSS) to ensure accreditation can be obtained.
4.13   A removable media policy is in place, as is a policy for the handling and storage of information. 

4.14   The disposal of redundant equipment is dealt with centrally by Corporate ICT who use an external organisation to securely sanitise hard drives to standards acceptable to central government.

4.15   Testing of a sample of interactive web based services to ensure that they are encrypted where the user is asked to input personal information, identified that in 6 out of the 15 cases the link requesting the input of personal information was not encrypted i.e. not secured using https. In addition to the security risks associated with this some customers may not trust entering any details to a web page that is not protected by encryption.  
4.16   As payment by credit/debit card is via a system hosted from CAPITA this reduces overall risk as the Council does not locally store any credit card details.

4.17   Ecommerce functions carried out in Corporate ICT Operations include obtaining on-line payment data, cash files from the bank and making payments via BACS. All controls were found to be in place as required including password controls and pin numbers etc. 
4.18   As BACs files are plain text files there is a risk that staff responsible for these files could alter the file before transmission to attempt a fraud. In order to mitigate this risk Operations Staff are covered by an increased fidelity insurance limit of £10m.  However, it was noted that post titles specified on the insurance records appeared out of date.
4.19   Audit logging (and monitoring) is currently applied to restricted data and GCSX services (6 months) and operational activities per the Communications and Operations Management Policy.

4.20   A risk assessment on protective monitoring is currently in the process of being completed to ensure that logging and monitoring procedures are robust and in full compliance with PSN requirements. 
5.        MAIN RISKS

5.1
As already stated, it is considered that the control environment is sound with good arrangements in place in the majority of areas covered by the audit review.

5.2
However, some recommendations were made suggesting improvements in arrangements in place in order to further improve controls. Where such recommendations were made to following risks were identified in the report:

(a) Higher potential for processing errors. 

(b) Reports distributed to the wrong individuals.

(c) Potential wasted resources running redundant jobs.

(d) Potential software incompatibilities/ bugs resulting from the use of unsupported/unmaintained software.

(e) Problems with hardware/software and capacity issues not being identified.
(f) Potential inability to restore a system.

(g) Safeguards insufficient to satisfy PCI requirements.

(h) Potential delays in completion of a new ICT equipment disposal contract.
(i) Potential interception of details input to Council web pages by members of the public. 
(j) Potential problems with any fidelity insurance claim due to inaccurate job titles on the insurance policy.
6.        RECOMMENDATIONS SUMMARY
6.1
The Action Plan, which shows the recommendations made to management along with the management response received is detailed at 7.1.
7.          ACTION PLANS 

7.1
Action Plan and Management Response to Recommendations made in Internal Audit Report Issued 9th June 2014
	Rec

No.
	Report Recommendations
	Management Response/Proposed Action Plan 
	Name of Responsible Officer
	Proposed Date of Action

	1.
	Consideration is given, in the longer term; to the potential use of batch scheduling software to automate where appropriate operational tasks.
	Agreed
	Pam Plant
	31 March 2016

	2.
	Consideration is given to sending copies of the distribution lists to the relevant services on an annual basis asking them to confirm that the officers named on the distribution list remain correct.
	Agreed
	Brian Swift
	30 September 2014

	3.
	Scheduled jobs are checked with system owners and possibly ICT projects on an annual basis to identify any redundant jobs. This could be done in conjunction with recommendation 2.
	Agreed
	Brian Swift
	30 September 2014

	4.
	Consideration is given to upgrading the NetCrunch software. 

Note: dependant on value this may not be possible and a procurement exercise may be required considering other products.  
	Agreed
	Jon Smith
	30 September 2014

	5.
	Consideration is given to producing reports from monitoring software such as NetCrunch for management monitoring purposes.
	Agreed
	Jon Smith
	30 September 2014

	6.
	Consideration is given to implementing a plan of test restorations to verify that a timely restoration can be achieved, for business continuity reasons, on all Council databases/systems.   
	Agreed
	Jon Smith 
	31 March 2015

	7.
	The mandatory requirements of PCI DSS are taken into account when making any decisions in respect of additional safeguards. 

NB: It is accepted that because of timing of the PSN submission in May this is not possible/practical for the current process.
	Agreed
	Jon Smith
	18 June 2015

	8.
	In order that there are no delays in the retender of the ICT Equipment Disposal Contract, ICT should ensure that Legal and Democratic Services provide the relevant advice in a timely manner.
	ICT will continue to do their utmost to obtain this advice but are dependent upon the responsiveness of Legal and Democratic Services to achieve this
	Pam Plant
	31 March 2015

	9.
	Consideration is given to reviewing all web services that require input of personal information and ensuring that all such services use the https protocol.

It may be advisable to obtaining legal advice as to any potential liability the Council could face asking for information across an unsecured connection.
	Agreed
	Pam Plant
	31 March 2015

	10.
	The Council’s Insurance Manager is asked to update the job titles for operation’s staff on the fidelity insurance.
	This action has been completed recently. 
	
	

	11.
	The logging/protective monitoring requirements of the PCI DSS are considered in respect of the necessity to employ protective monitoring software.
	Agreed
	Pam Plant
	18 June 2015
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