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1.
Issue
1.1 The Accounts and Audit (England) Regulations 2015 which came into force from the 1st April 2015, for the accounting year 2015/16 requires the Council to conduct an annual review of the effectiveness of their system of internal control. The regulations Part 2 Internal Control require that the results of that review to be considered by the Audit Committee. 

1.2 It is also a requirement of the Public Sector Internal Audit Standards (PSIAS) that a review of the effectiveness of its internal audit be carried out at least annually. The new Accounts and Audit (England) Regulations 2015 recognise the need to follow Public Sector Internal Audit Standards, which have been followed by Calderdale since their introduction from the 1st April 2013
2. Need for a Decision 
2.1 Resulting from the requirements of the Accounts and Audit (England) Regulations 2015 and PSIAS, Members of the Audit Committee are asked to consider this review into the effectiveness of internal audit within the authority.  
3.
Recommendations


That Members;

3.1 Confirm that the Council’s Internal Audit service provides an effective service for this Council.  
3.2 Take into account the findings from this report when considering the review and approval of the Annual Governance Statement, which is the culmination of the continuous review into the overall effectiveness of the system of internal control and governance arrangements in place within the Council in accordance with the Accounts and Audit (England) Regulations 2015. 

4.
Background

4.1 At the meeting of the Audit Committee on the 5th March 2007, Members resolved that the then Assistant Head of Finance should carry out the annual review into the effectiveness of internal audit within the Council. Members further agreed that the Audit Committee should receive the annual review, as part of the Head of Internal Audit’s annual report presented to this committee each year.

5.
Review of the Effectiveness of the System of Internal Control
5.1 Part 2 of the Accounts and Audit (England) Regulations 2015 sets out the requirements of the Council in relation to internal control, including requirements in respect of accounting records, internal audit and review of the system of internal control.
5.2 Before considering the process for reviewing the effectiveness of the internal audit control, it is appropriate to remind members that there is a strong system of internal audit in the Council. This system of internal audit has been built up over many years and contributes towards the overall strength of the Council’s internal controls in place. The CIPFA Audit Panel defines the system of internal control as “The framework of assurance available to satisfy a local authority that the risks to its objectives, and the risks inherent in undertaking this work, have been properly identified and are being managed by controls that are adequately designed and effective in operation”. The Council’s financial framework of assurance is attached at Appendix 1 for Member information. 
In Calderdale the framework of assurance and the system of internal audit also comprises a variety of other issues which are important for Members to take into account when reviewing the effectiveness of the internal control. The overall framework of assurance within the council includes: - 

i) The Council’s Corporate Leadership Team who are responsible for the Council achieving its objectives and for underlying good governance, risk management and internal control.
ii) Council managers who are responsible for underlying good governance, risk management and internal control in the service areas for which they have responsibility.

iii) The Council’s Internal Audit Service which provides an independent review of internal control arrangements providing an opinion on underlying governance arrangements, risk management and internal controls in place throughout the Council.   

iv) The Council’s internal control environment, which has in-built robust systems of internal control, which have been developed over time. The Council’s control environment takes into account internal audit requirements with regard to checks, internal controls and balances. The robustness of these systems, both financial and non-financial is reviewed by Internal Audit as part of the review of the system of internal control.

v) The receipt and actioning of all external inspection reports provided to the Council over the year, including those from External Audit, Office of Surveillance Commissioner etc. 
5.3
A new HR and Payroll system has been implemented from 2016-17. Given the risks in implementing new systems Internal Audit plan to carry out reviews of the system throughout 2016-17 in order verify the adequacy of internal controls and will report on them as appropriate.   

6.
Review of the Effectiveness of Internal Audit - Annual Report 2015/16
6.1
The table below sets out the actual 2015/16 results in terms of original internal audit plan planned hours compared to the actual hours worked split over different types of audit work. 
	Type of Audit


	
Planned


Hours

     
	Actual

Hours

      
	Difference

Hours


	Probity Audits
	6,334
	5,877
	(457)

	One Off /Unplanned/Special Investigations/Fraud
	2,878
	2,877
	(1)

	System Based Audits
	1,790
	1,310
	(480)

	Contract Audit
	1,465
	1,197
	(268)

	Computer Audit
	1,530
	1,493
	(37)

	Routine/Ongoing Audit
	1,453
	1,802
	349

	Governance/Control Environment
	1,860
	1,933
	73

	
	
	
	

	Productive Hours

Non Productive Hours
	17,310
4,748
	16,489
5,416
	(821)
668









    
22,058    21,905
       (153) 






(Appendix 2 provides brief details of Internal Audit functions and the different types of audits carried out as detailed above).

6.2 
As reported to Members in November 2015 as part of the half year report there has continued to be a higher level of sickness throughout 2015/16 than has previously been experienced. This is due to a number of members of staff having periods of long term absences for varying reasons. All periods of sickness absence have been managed in accordance with the Councils Attendance Management Policy. This is the main reason for the increase in actual ‘Non Productive Hours’ compared to the planned hours. Despite this it is pleasing to report that almost 98% of the audit plan has been delivered as detailed in Appendix 8.

6.3
Members are reminded that embedding systems of internal control is the responsibility of management and that Internal Audit independent reviews are conducted on a sample basis, taking into account risk, as a 100% check on all transactions cannot be carried out in each financial year. Therefore, while the implementation of Internal Audit recommendations will reduce risk, and will lead to sound systems of internal control they cannot eliminate risk altogether.  


The Core Internal Audit work carried out during 2015/16 was as follows: -


(As reported to the March 2016 Audit Committee)

	
	
	Audit Opinion on the control Environment in Place

	Area Of Audit Activity
	Reports Issued
	Sound
	Adequate
	Weak

	Fundamental Financial System Based Audits
	9
	7
	2
	0

	Other System Based Audits
	1
	0
	1
	0

	Administration Audits (Probity Audits)
	17
	10
	6
	1

	Site Audits (Probity Audits)
	23
	17
	6
	0

	School Audits (Probity Audits)
	27
	24
	3
	0

	Governance Audits
	20
	6
	11
	3

	Computer Audits
	2
	0
	2
	0

	Physical Follow Up Audits
	5
	2
	3
	0

	Total
	104
	66 
	34
	4

	Percentage of total reports issued
	
	63%
	33%
	4%


Further detail regarding the Audits shown in the table above is as follows:

(a)
All 9 fundamental financial system based audits were completed by Internal Audit as planned and agreed with External Audit, thereby reducing possible extra days work by them at significant cost to the Council. (See tracking report for details of the fundamental financial systems reviewed)
(b) All of the 104 individual audits completed during 2015/16 by Internal Audit have been reported to the Audit Committee in “Tracking Reports” throughout 2015/16. Details within tracking reports included the subject area, the audit opinion when the audit was last carried out, the audit opinion with regard to the control environment in place at the time of the current audit, the number of recommendations made and the timeliness of client responses. 
(c)
The 20 independent audit reviews carried out with regard to governance related topics provides evidence about the strength of governance arrangements within the Council. These audit reviews also provide independent assessment on the accuracy of the self-assessment assurance statements signed by Directors and corporate nominated officers. The findings from the governance audit reviews are that, in the main, the director and corporate officer signed assurance statements are an accurate reflection of governance procedures in place. This contributes in no small part towards preparation of the Annual Governance Statement.  

Governance audits have been positively received and in the main appropriate action is taken within all directorates/services to implement Internal Audit recommended procedural/operational changes to improve and/or enhance governance and control environment arrangements within the Council. Governance audits carried out during the year provide robust evidence to Members of the Audit Committee when they consider the review into the effectiveness of the systems of governance and internal controls in place within the Council, contributing towards the preparation of the Council’s Annual Governance Statement. 
(d)  5 physical follow-up audits were carried out during the year. Physical follow-up audits are carried out by Internal Audit where the original audit report was given an audit opinion of weak. Follow-up audits are usually carried out 3 months after client managers have responded to the original audit, documenting the actions they intend to take. Audit testing is carried out to ensure that actions have actually been taken.    

(e) 23 site audits were carried out during the year and included visits to sites, such as leisure/sports centres, libraries and learning centres. 
(f) 17 administration type audits were carried out during the year, for example, directorate purchasing, direct payments, income and budget monitoring. These audits ensure that internal controls are in place, that they are being adhered to, and as a consequence that there is a strong control environment in place.  
(g)
Internal Audit time was spent during the year providing assistance to directorates/services on one off issues including investigation work on possible irregularities, as follows:-
There were a total of 20 cases referred to Internal Audit during 2015/16 which required investigation. A further 18 cases were already under investigation, from 2014/15, giving a total of 38 cases to investigate during the year. (There were 35 cases in total investigated during 2014/15). Of the 38 cases, 31 cases related to staff employed by the Council and 7 cases related to non-Council employees. 


Of the 31 staff cases investigated during the year, 11 cases had no case to answer, 6 cases had insufficient evidence available to progress, 5 cases resulted in members of staff being given a written or verbal warning, 2 members of staff resigned and 3 cases resulted in members of staff being dismissed. 4 cases were still under investigation at the year end.  


Of the 7 non-employee cases referred to Internal Audit, 2 cases had no case to answer, 4 cases had insufficient evidence available to and the remaining 1 case was still under investigation at the year end.   


For Member information 1 case is still outstanding which was referred to the Police in 2014/15 who are still investigating potential offences under the Proceeds of Crime Act. 

Of the 38 cases referred to Internal Audit, 6 referrals came in via the staff fraud hotline, 11 were referred from the Benefits Investigation Team, 14 were referred by service managers, 5 were referred from members of the public, 1 arose from the National Fraud Initiative (NFI) and 1 was identified by Internal Audit.   

Given the volume of financial transactions and systems, I would not want Members to think that the number of irregularities or alleged irregularities were excessive.  Indeed the numbers of irregularities actually committed against the Council are relatively few for the size and complexity of the Council’s business. 

(h) Identification of Risk 
In identifying and considering risk Internal Audit refer to a wide range of sources as part of its planning process. These are documented in an Assurance Map shown at Appendix 3. Further details regarding some of these are detailed below.

In recognition of the ever changing fraud horizon and continuing national trend and notifications on fraud risk, work throughout 2015/16 has continued to embed the Fraud Risk Register for Calderdale which was first introduced in 2014/15. This is an evolving and living document that seeks to identify fraud risks across all Council systems and processes, and puts in place procedures to identify and minimise the risks to the Council. This has facilitated a shift of emphasis to a more risk based approach which gives the opportunity to identify where resources may be better allocated in order to provide improved deterrence and identification of fraud and irregularity, and in so doing protect the interests of the Council more widely and effectively. 
Internal Audit continues to seek and utilise the use of innovative methodologies such as the use of internal data matching and digital mapping. Use of this methodology will continue to be explored for other Council systems as appropriate. 

Collaboration with the Councils Demand and Transformation Team is ensuring that the teams share cross cutting issues and highlight the need for services to review their process with a self-assessment tool being rolled out. Any areas identified as high risk are to be the subject of either a review by Internal Audit or the Demand and Transformation Team as appropriate.  

(i) Proactive Initiatives

As was reported in 2014/15, Internal Audit continues to be committed to addressing issues identified as part of national fraud trends on subjects such as Housing Tenancy Fraud, Insurance and Blue Badge abuse. A summary of the work carried out throughout 2015/16 and the latest position with regards to these issues are detailed below:
i) Review of Purchases including Council Credit Card Usage

A random sample of accounts payable and credit card purchases were reviewed to ensure that the purchases of potentially desirable goods were being purchased for the benefit of the Council. Whilst no fraud was identified, issues of Council Credit Cards being shared was identified which have been reported to service management as appropriate.

ii) Housing Tenancy Fraud

The Prevention of Social Housing Fraud Act 2013 brought about the criminalisation of tenancy fraud, but in so doing only bestowed the powers to do so on Local Authorities. As such, Internal Audit has initiated meetings with Local Housing Associations (LHA’s), including Together Housing and the Home Group in order to raise the level of awareness. Liaison is on-going with Calderdale housing providers with regards to ensuring there are closer working relationships in the fight against tenancy fraud.  Whilst there have been no referrals to date, awareness has been improved and arrangements are in place to carry out investigations if and when the need arises. 
iii) Council Tax Single Person Discount

Checks made between Council Tax Single Person Discount recipients and the Lifestyles Membership Records Management (MRM) system identified only one case which required further investigation and further follow-up. Whilst it was reassuring that family discounts on MRM are in order, further data matches will continue to be considered in order to identify and regularise the claiming of Single Person Discount.

A further proposed data match between the register of marriages and the Council Tax Single Person Discount was deemed as not possible due to Registrars being unable to release what is Central Government data.

iv) Digital Mapping of Data

The review involved the overlaying of Council Tax and Business Rates liable units onto a digital map in order to identify properties which did not appear to be the subject of the appropriate charge. This was carried out on a sample basis and where discrepancies were identified investigations were carried out. The review identified that there were no properties which were not the subject of an appropriate charge. Further areas of review using this technology are continuing to be considered.
v) Disabled Parking Blue Badges   

As has been previously reported, Internal Audit have been promoting and encouraging further action by the Council in tackling the use and potential abuse of disabled parking blue badges. In acknowledging Blue Badge abuse as an emerging and on-going fraud risk, the Council held a “day of action” in early December 2015 within Halifax town centre which identified four cases of blue badges abuse. One of these related to the use of a badge belonging to a deceased person which was successfully prosecuted using the newly drawn-up Member agreed Blue Badge Prosecution Policy. The other three cases related to the blue badge being used whilst the badge holder was at home and not present with the badge. All four cases were issued with Penalty Parking Charge Notices (PCN’S) and all four were paid within a short period of time.

The Council also held a two weeks blue badge amnesty between 22nd February 2016 and 4th March 2016 which resulted in 31 blue badges being surrendered.

Further days of action are being planned for other areas of the borough, and will continue as part of the drive to identify and reduce abuse.

The action taken to date and the proposed further action has provided the Council with a clear framework for tackling fraud and in so doing has signalled the Councils determination to reduce the levels of abuse in this area. 
Other reviews are on-going and others are planned for in 2016/17. Internal Audit continues to be committed to being alert to varying sources of intelligence and trends which indicate potential risk to the Council which require review. 

(j)      The Management Auditor (Investigations), who is part of the Internal Audit Section, acts as the Council’s Key Contact for the National Fraud Initiative (NFI) data matching exercise which is administered by the Cabinet Office. The NFI is a mandatory exercise which requires all public authority’s to submit a wide range of data sets in a secure electronic format, which are then data matched with data provided by all the participants. This produces a data base of potential matches which are deemed worthy of further investigation. 

NFI contributes towards the prevention and detection of fraud and error, in order to protect the public purse. Appendix 4 details the data sets that are submitted by the Council to the NFI. The exercise was traditionally carried out every two years, with a match between Council Tax Single Person Discounts (SPD) and Register of Electors (ROE) being undertaken on the interim year, but this has now changed such that this particular match is now undertaken every year, with NFI continuing to identify and roll out new and innovative matches.

As a consequence, internal audit resources have been provided during the year to co-ordinate the NFI exercise. This has included data protection compliance issues, co-ordinating the download and subsequent upload of Council data to the Cabinet Office using a secure portal, as well as the investigation of a number of high priority data matches provided from the NFI output. 

Within the year, work has continued on a number of matches arising from the NFI 2014/15, with the interim year Council Tax exercise producing the following outcomes:-

· Total number of NFI matches produced for the Council Tax SPD to ROE was 2,810 (which identified over allocation of discounts totalling £83,470 to date)

· Total number of NFI matches produced for the Council Tax Rising 18’s was 143 (which has identified over allocation of discounts  totalling £27,345 to date)

· Outcomes from these investigations to date have resulted in the identification of 523 errors, with 3 cases designated as fraud.

(k)
Under legislation contained in the Regulation of Investigatory Powers Act 2000 (RIPA), the Internal Audit Section carries a number of responsibilities as follows:-

The Head of Internal Audit is designated as the Senior Responsible Officer for the Council and also acts as one of our two authorising officers. 

The Management Auditor (Investigations) is the Council’s RIPA Coordinator, with responsibility for coordinating and overseeing the whole RIPA process which includes maintaining a central record of all requests (as required by the regulation), reviewing and updating the Guidance and Procedure Document and Surveillance Standard, organising and arranging training and disseminating relevant information and legislation changes.

One of the Group Auditors has been designated and trained to fulfill the role of a Covert Human Intelligence Source (CHIS) Controller and Handler as strongly recommended by the Office of Surveillance Commissioners.

Appendix 5 gives some further details as to the regulations and their purpose.

Internal Audit also has two officers (the Head of Internal Audit and the Group Auditor) that fulfill the role of Designated Persons under RIPA Communications Data legislation.

The whole process is subject to oversight by the Office of Surveillance Commissioners (OSC) who inspects every Council’s arrangements and authorisations on a regular basis (currently every 3 years). 
Calderdale Council has been inspected on 6 occasions, the latest inspection being July 2013. On each occasion a positive report has been received and, where appropriate, action has been taken where recommendations have been made, which have always been minor in nature. The next inspection of Calderdale is planned for the 13th July 2016, the outcome of which will be reported to the Chief Executive, and Members of the Audit Committee will be kept informed.
Internal Audit keeps up to date with the requirements of RIPA and ensures that officers throughout the Council are aware of the controls and authorisations required via training etc. The stringent controls which are in place are reflected by the fact that no RIPA authorisations have been requested or authorised throughout 2015/16. 

(l)
Contract audit resources were utilised during the year on continuous improvement and embedding through the Council’s Section 151 Contract Standards. Contract audit resources were also used in providing directorates with up to date financial evaluations for contractors who provide services to the Council. These financial evaluations are risk based to ensure as far as is possible that contractors do not go in to liquidation which would cause significant financial and operational difficulties for the Council.  

(m) Computer audit resources continue to be utilised in providing advice and assistance, with regard to Information Communication and Technology Control Environment issues. The Computer Auditor also provides advice and assistance on security controls required within all major financial and non-financial systems. This type of work is carried out irrespective of whether the computerised system is developed in house or is bought from an outside supplier. Security of all financial systems and the integrity of data are of paramount importance and an area of work where computer audit provides significant added value. 
(n)
The Head of Internal Audit is the Head of the Computer Forensics Team. This is a group which is comprised of relevant staff from Corporate ICT and Internal Audit. The purpose of the group is to ensure that investigations into computer abuse are carried out properly and in compliance with Council procedures and relevant legislation.

(o) A significant area of Internal Audit work is spent on ensuring that the Council’s governance arrangements in terms of written policies, standards and procedures are in place within all directorates of the Council. As a consequence, a proportion of internal audit time on reviewing governance areas is utilised on ensuring that the owners of current policies, procedures and standards have kept them up dated on at least an annual basis. 


Internal Audit are consulted with in drawing up and revising various policies etc. throughout the council for example the Anti-Bribery Policy, Whistleblowing Policy and the Money Laundering Policy.
The process of ensuring that policies and procedures are kept up to date is very important in providing evidence that our governance and internal control arrangements are being implemented throughout each area. 

The written standards in place include the Section 151 Standards, the Contracts Standards, the Anti-Fraud and Corruption Standards and the Information and Communication Technology Standards have in the past been made available to inspectors and found to be of a high standard. 

6.4
Members will also be aware that Internal Audit issue a client feedback questionnaire following the completion of all internal audits. This gives the opportunity for clients to comment on various aspects of all audits that were carried out in their service areas. It is the aim of Internal Audit to achieve a performance indicator of at least 75% good or very good. Appendix 6 attached shows the 2015/16 results highlighting that the target was achieved, in that almost 96% of returns showed a rating of good or very good. 

6.5 As Members have previously been advised, Public Sector Internal Audit Standards (PSIAS) were introduced with effect from 1 April 2013, which are a common set of internal audit standards for the whole of the public sector. 
6.6 In response to these standards CIPFA responded by publishing a Local Government Application Note (LGAN). This publication gave support to internal auditors transferring from the CIPFA Code of Practice to the PSIAS. 
6.7 
The Department for Communities and Local Government has given the PSIAS and the LGAN “proper practices” status for internal audit organisations covered by the Accounts and Audit Regulations 2015, which includes local government.

6.8 
Calderdale Internal Audit has been working to the new standards throughout 2015/16. The LGAN produced by CIPFA includes a checklist which the internal audit team have been measured against. 
6.9 Appendix 7 shows the checklist along with a self-assessment as to whether Calderdale’s Internal Audit service has complied with the requirements of the standards. 
6.10 In addition to a self-assessment, one of the requirements of the PSIAS is for an external assessment to be carried out every 5 years.  It has been previously agreed with our Section 151 Officer and the Audit Committee that a peer review approach will be taken. This approach has been drawn up in consultation with all the Heads of Internal Audit from West and South Yorkshire and is considered acceptable by CIPFA and the Department for Communities and Local Government. 
6.11 The peer review assessment for Calderdale is being carried out through-out June and July 2016 by the Audit Manager from Barnsley MBC. The review will include reviewing various Internal Audit documents, interviewing senior officers from the Council and carrying out testing to verify compliance. The results of the peer review assessment will be reported to a future meeting of the Audit Committee. Taking such an approach delivers a considerable cost saving compared to sourcing an external assessment and means that the authority remains compliant with PSIAS.
7.
External Assessments on the Effectiveness of the Internal Audit Service
7.1. Various external assessments take place each year by external inspectors, some of which comment on the effectiveness of internal audit. 

	7.2.   One such assessment is undertaken by the Authority’s External Auditor when they carry out their work on the annual accounts. Part of the process for carrying out their annual audit is to place reliance on the work that the Internal Audit Service performs on the core fundamental financial systems of the authority. As stated in paragraph 6.3 (a), Internal Audit has carried out audits on all of the authority’s core fundamental financial systems.  
7.3    Comment has been made in various External Audit reports throughout 2015/16 with regards to the effectiveness of the Internal Audit. An example being as follows:

“The Council has an effective internal audit service with experienced well qualified staff.”
            Extract from: Grant Thornton’s ‘Audit Findings ISA260’ Presented to Audit Committee 24th September 2015.

	

	

	


7.4. Working relationships between Internal Audit and External Audit continue to be very good. 

8. 
Other Measures available to evidence an Effective Internal Audit team
8.1. Other areas are available to Members which they can consider as being a fair indication that there is an effective internal audit in place within the Council include the following:-

a) Internal Audit present two reports each year to the Audit Committee, on; 
(i) the half yearly progress report on the work that Internal Audit have undertaken, and; 
(ii) the annual report, setting out the work that Internal Audit has carried out over the full financial year.

b) Internal Audit prepares and presents to the Audit Committee details of work that the audit service will carry out over the next financial year in their annual audit plan (operational and strategic plans) taking into account risk.

c) Internal Audit also presents to the Audit Committee their revised audit plan each year.

d) The 2015/16 Annual Audit Plan resulted in 97.9% of planned audit work being carried out in accordance with the Audit Committee’s requirements and the sections priorities taking into account risk, as to which audits take priority and must be completed. This is a strong measure of effectiveness of Internal Audit.

e) The Head of Internal Audit attends every meeting of the Audit Committee throughout the year.

f) Internal Audit has in the past prepared written financial standards and procedures which are now fully embedded throughout the authority, and which contribute towards there being a robust control environment in place throughout the Council. Internal Audit carries out verification testing throughout the year on ensuring directorate compliance to all published standards. Such standards and procedures include:-

1. Section 151 Standards for core financial systems.

2. Section 151 Standards for services

3. Section 151 Standards for Contracts

4. Anti-Fraud and Corruption Control Environment

5. ICTCE Control Environment

6.     The Council’s Risk Registers
7. The Quality Assurance Framework.
g) Detailed in Appendix 8 for Member information are the Internal Audit Service’s local performance indicators for 2015/16, compared to those of 2014/15.
h) The Council’s Internal Audit services are members of the West and South Yorkshire Internal Audit Groups which facilities comparisons and the sharing of best practice and includes groups for Heads of Internal Audit, Investigations, Contracts and Procurement, Schools and Computer specialists with a new Adults sub group meeting for the first time early in 2016/17.
i) As members are aware from the 2014/15 report Internal Audit has been carrying out some collaborative working with Kirklees MBC Internal Audit Service. Joint reviews have been undertaken across both authorities which have given further opportunities for comparisons, and the sharing of best practice. A joint report has been prepared by the Heads of Internal Audit from both authorities and is attached at Appendix 9 for information. The report includes a summary of the audits carried out collaboratively throughout 2015/16 and those planned for 2016/17.
j) There is a strong Audit Committee in the Council which as part of their terms of reference continuously monitors the work that Internal Audit carries out throughout the year.
The Audit Committee carried out a self-assessment at the March 2016 meeting and resolved that “the self-assessment is evidence that the Audit Committee is considered to be operating effectively within the Council”.
k) As Head of Internal Audit it is my view that the reasons why there has been no major fraud or material breakdown in financial systems within this organisation for a long number of years, is due to the strong internal controls and sound governance procedures in place. These control procedures are well documented, are regularly reviewed and are fully understood by management and staff alike throughout the Council. With strong controls already in place, which also provide protection to staff, this contributes towards having in place a strong and effective system of internal control, which is independently and effectively reviewed for compliance by the Council’s Internal Audit Service.
l) Internal Audit collect what are referred to as “Data Statistics” on an on-going basis.  These statistics provide robust evidence based on a number of financial transactions tested as part of routine audits over and above those tested as part of the audits of the Council’s core financial systems. The data is provided to External Audit as further evidence that the audit team is effective by the level of coverage of “routine” financial transactions throughout the year. The statistics collected during 2015/16 are as follows;

	Payroll Transactions
	

	   New Starters tested
	185

	   Leavers tested 
	192

	   Current employees tested
	474

	Invoice Transactions
	

	   Invoices tested
	720

	   Value of invoices tested
	£1,175,902

	Order Transactions
	

	   Orders tested
	736

	Debtor Transactions
	

	   Debtor accounts tested
	208


9. 
The Annual Governance Statement (AGS) 2015/2016
9.1. This is a significant piece of work co-ordinated by Internal Audit in conjunction with the Head of Finance who is CLT’s nominated officer responsible for governance. This audit work adds value to the Council’s governance arrangements and processes.

9.2. A requirement of the Accounts and Audit (England) Regulations 2015 is that authorities must undertake an adequate and effective internal audit of its accounting records and of its system of internal controls in accordance with proper practices in relation to internal control and for the preparation of the Annual Governance Statement. 

9.3. As a result, Internal Audit developed an assurance mechanism called the Calderdale Quality Assurance Model detailed at Appendix 10. The model is underpinned by the Calderdale Code of Corporate Governance which was the subject of a complete overhaul in 2016 to reflect the new requirements within the CIPFA/SOLACE “Delivering Good Governance in Local Government: Framework (2016)” and was approved by the Audit Committee in March 2016. The Council’s Corporate Leadership Team supports the principles behind the quality assurance model, which was originally introduced in 2004/05. This process is reviewed annually and is now firmly embedded within the Council’s governance arrangements.

9.4. A review of governance arrangements across the authority will commence in July 2016 with proposals being made to the Council’s Corporate Leadership Team to ensure arrangements remain robust, efficient and effective whilst reflecting the changing nature of the Council. The review will involve full consultation with appropriate officers across the Council who are charged with governance.   

9.5. All governance areas are reviewed and examined by Internal Audit on a two or three yearly basis. This audit work provides robust evidence as part of the Annual Governance Statement process that the authority has in place sound governance procedures along with strong systems of internal controls. 

9.6. Very briefly the 2015-16 audit work involved: -

9.6.1.          Carrying out 20 governance audits, taking into account risk, in order to provide evidence to confirm that strong governance arrangements are in place corporately and within directorates which meet the requirements of the Council’s Code of Corporate Governance. 
9.6.2.          Reviewing the accuracy of self-assessment assurance statements completed and signed by Directors and nominated corporate officers for accuracy.   

9.6.3.          Reviewing the directorate, corporate or strategic audit programmes for each of the governance areas to be audited as detailed within the Calderdale Code of Corporate Governance.  

9.6.4.          Contributing to and co-ordinating the annual review and update of the Calderdale Code of Corporate Governance. 

9.6.5.          Providing advice and guidance to directorate DMT’s/EMT’s/DLT’s to explain what is required of them and why it is required.

9.7. Further to paragraph 9.6.1 above, a comparison has been made between Director’s and corporate nominated officer self-assessments and the latest governance audits actually carried out.
9.8. The results of the 2015/16 Quality Assurance exercise have indicated that Directors believe that the strength of the control environment for the majority of the governance areas was regarded as (A) “The control environment is strong”. It is of note that all Directorates have reported deterioration in relation to at least one governance area but this has been offset by an improvement in others. On the whole, the work undertaken by Internal Audit would confirm this position. This is the same result as for a number of years and shows a consistent approach to the commitment by Directors to ensuring that there are strong governance procedures in place within their directorates. 
9.9. Although corporately and strategically the overall control environment remains strong, it is worthy of note that there are a number of areas where deterioration in the strength of the control environment has been reported by the nominated officers and, indeed, confirmed by Internal Audit work. The key issue of note for 2015/16 is that for the first time in a number of years a weak control environment has been reported in 2 areas being Partnerships/Multi-Agency Working and Business Continuity at both a corporate and strategic level.  

9.10. As stated above, the Calderdale Quality Assurance Model, underpinned by the Council’s Code of Corporate Governance, was developed in order to provide evidence with regard to the strength of the internal control environment, governance procedures and systems of internal control in place taking into account risk. The fact that self-assessment scores and Internal Audit scores are the same overall provides evidence that the Council does have good arrangements in place for the preparation of the Annual Governance Statement.
10. 
Head of Internal Audit’s Opinion
10.1. 
PSIAS 2450 and the LGAN require the Head of Internal Audit to provide an annual report to the Audit Committee to support the Annual Governance Statement. This must include:

· an annual internal audit opinion on the overall adequacy and effectiveness of the organisation’s governance, risk and control environment

· a summary of the audit work from which the opinion is derived (including reliance placed on work by other assurance bodies), and

· a comment on compliance with the PSIAS and the results of the internal audit quality assurance and improvement programme.


This opinion is also to be used as evidence to support the Annual Governance Statement which will accompany the Council’s 2015/16 Statement of Accounts.  
10.2.  The Head of Internal Audit’s opinion on the effectiveness of the systems of internal control in place within the Council is set out within the 2015/16 Annual Governance Statement as follows: - 

Overall the Head of Internal Audit’s opinion following work undertaken and completed during the financial year is that :-

“From the work undertaken by Internal Audit throughout the year and after taking into consideration the work undertaken by External Audit and other inspectors the overall systems of internal control throughout the Council are as follows: -

a)  
The key financial systems are operating soundly with strong internal controls in place.

b) 
There is no fundamental, or material, breakdown of controls resulting in    material discrepancy within the systems of internal control within the authority.

c) 
The internal controls within the organisation can be evidenced to be robust with a sound control environment in place.

d) 
There is a robust assurance gathering process in place within the Council which provides evidence to fully support the preparation and approval of the Annual Governance Statement.

e) 
An annual review of internal audit within the authority has been carried out with the result that it is regarded as effective. 
There are however, the following areas of concern which need to be detailed within the Council’s Annual Governance Statement as follows: -
(a) Business Continuity
The strategic governance audit carried out in 2015/16 identified a weak opinion with regards to the arrangements in place throughout the authority. Recommendations to address the weakness were made as part of the audit and accepted by management. The Quality Assurance process for 2015/16  confirmed that action had yet to be taken and as such a weak opinion was provided. There is a need to embed throughout the authority robust arrangements with regard to Business Continuity as identified from the 2015/16 Quality Assurance process.

(b) Project Management

Weaknesses were identified by Internal Audit in the Princess Buildings Contract Management audit which was carried out in 2015/16. Although an overall audit opinion of ‘Adequate’ was given the weak areas identified were with regards to record keeping, evidence to support the appointment of consultants and the need to improve monitoring arrangements and quality control. Although all recommendations were accepted by management a more recent review by Internal Audit has identified some concerns particularly with regards to roles and responsibilities. Given the impact on other schemes and projects being delivered by the Council it is considered that lessons should be learnt to inform future project management arrangements. 

(c) Parking Traffic Regulations Orders

Due to errors identified during 2014/15  in a number of the Traffic Regulation Orders (TROs) which govern the enforcement of parking restrictions and parking charges in certain parts of the Borough this issue was included in the 2014/15 annual governance statement as an area of concern. 
A recent review has been carried out by Internal Audit to verify whether revised procedures have been embedded into current practices for the enacting of TRO’s within the Council the current position with the latest action plan to implement previous recommendations. This review is the subject of a separate report to be presented to the June 2016 Audit Committee.  

The findings of the review identified that although action had been taken to embed procedures some issues were identified which required further action to be taken. In addition due to the timing of the review it was not possible to verify whether the procedure was being followed in full. It was demonstrated that there were monitoring arrangements are in place, although these needed to be formalised and agreed. As such it is considered that the item should remain as a significant item on the AGS until there is evidence that the further action is taken.
10.3
The strategic governance audit undertaken in 2015/16 of arrangements regarding Partnerships and Multi-Agency Working identified a weak opinion.  Recommendations to address the weakness were made as part of the audit and accepted by management. It has been agreed that the issues will be addressed through CLT and as such was not considered a significant issue to be included in the AGS.

11.
Equality Issues
11.1
Internal Audit operates under all policies of the Council including equal opportunities.  There are no direct equality issues arising from this report.

12.
Financial Implications 

12.1. There are no direct financial implications arising from this report. The costs of the Internal Audit function are contained within the base budget of Finance Services.   
12.2. It is not possible to calculate either the added value that internal audit provide to this Council, nor a value of a deterrent effect that Internal Audit provides, but it is no doubt significant.

13.
Sustainable Implications

13.1. None

14. 
Conclusions 

14.1. It is my view, taking into account all the evidence and information set out within this report, the annual review confirms that the Council’s Internal Audit function provides an effective service to the Council.  

	Reference:

Report No:

Date:
	HOIA/LJH/

9rd June 2016
	Nigel Broadbent
Head of Finance 

Calderdale MBC



FOR FURTHER INFORMATION ON THIS REPORT CONTACT:  

	Lisa Hinchliffe - Head of Internal Audit
	Telephone: - Hx 393562


DOCUMENTS USED IN THE PREPARATION OF THIS REPORT:

1. Accounts and Audit Regulations 2015
2. Public Sector Internal Audit Standards (PSIAS)

3. CIPFA Local Government Application for the UK Public Sector Internal Audit Standards 

4. Internal Audit Plan 2015-16 and 2016-17
DOCUMENTS ARE AVAILABLE FOR INSPECTION AT: 

Westgate House, Halifax.
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Appendix 2
INTERNAL AUDIT FUNCTIONS

1. Probity/Regularity Audits

1.1
Probity/Regularity audits consist of a basic checklist (an audit programme) of items to verify whilst at the audit.  Tests will cover accuracy, consistency, adherence to Council policies and internal controls.

1.2
On completion of the audit a written audit report is prepared and issued to the Head of Service listing advice and recommendations for improvement by managers.

1.3
Heads of Service are requested to consider and respond to the audit recommendations within three weeks of receipt of the audit report.  

1.4
Probity/Regularity audits are carried out on a cyclical basis using an Audit Risk Index resulting in audits of sites being carried out every 3 or 4 years.  Schools, who all have delegated funding and their own bank accounts, are audited on a 3-year cycle.

2.
System Based Audits

2.1
System based audits are very closely related to probity audits and can be carried out at the same time, although separate testing is carried out on all fundamental financial systems.

2.2
Fundamental financial systems are described as those with regular transactions or where the numbers of transactions exceed 1,000 and the aggregate of such transactions is over 5% of the Authority's gross revenue expenditure.

2.3
System based auditing consists of documenting the system in both flow chart (system mapping) and narrative form.  The Key Controls expected within each system are identified and tested in order to form an opinion on system operation, internal controls and security.

2.4
Once the tests have been carried out, on a selected sample basis, an opinion is formed by the auditor based on the error rate within the sample.  Dependent upon the level of error, further tests may be deemed necessary.

2.5
As with regularity audits, a written report making recommendations is prepared on the result of the audit and issued to the Head of Service.

3.
New System Implementation

3.1
Financial systems invariably change and/or new ones are required, not least of all because of new or changes in Government Legislation.

3.2
Those systems are complicated due to technical requirements and consequently, require sound financial controls and secure arrangements for their functioning in order that both the manager and the Section 151 Officer can be satisfied with their integrity.
3.3
As a result, Internal Audit resources are made available to implementation teams to give advice on system controls.

3.4
Whilst this is not an audit in its own right, it is a very important audit service assisting the implementation team on issues such as system security and controls.  Taking into account control requirements recommended by Internal Audit at the initiation stage, will prevent the need for system changes, which might be identified during a system-based audit.  This is, therefore, a very cost effective service provided to management and adds value to the process.

4.       One Off/Special Investigations

4.1 Managing the risk of fraud and corruption is the responsibility of management. Audit procedures alone, even when performed with due professional care, cannot guarantee that fraud or corruption will be detected. 

4.2 Internal Audit are, however, always alert to risks and exposure that could lead to fraud or corruption, as part of their routine work. 

4.3 A proportion of Internal Audit time is taken up dealing with one-off investigations. This type of work can originate from many different sources. 

4.4
Strict recording and monitoring procedures are in place within the section with at least a preliminary investigation into all allegations of fraud being implemented within one working day.

4.5 Financial Procedure Rules set out within the Council’s Constitution cover the responsibility of Heads of Service for reporting this type of issue to the Head of Finance, and for the Head of Finance to carry out a preliminary investigation prior to involving the police as necessary.

4.6 A very good liaison with the West Yorkshire Police is in place, whereby advice can be obtained from them, especially with regard to cases that could lead to prosecution.

5.
Information Communication and Technology Audit

5.1    This is a specialist audit service providing standards and advice to enable management to carry out Information & Technology (IT) functions in a secure environment.

5.2
Specialist advice is provided on the design and implementation of security controls to project teams managing all significant new financial systems.

5.3
A support service is provided to all directorates of the Council as well as to the Internal Audit section as a whole, to give advice and assistance on day-to-day security issues.

5.4
Computer assisted audit techniques, such as independent interrogation of the Council's data bases, provide exception reports to either Internal Audit or managers and is a key support function provided by this service.

5.5 Specialist reviews are carried out and advice given on controls relating to IT assets and operations at the Council’s computer centre (Site Controls, Production Controls, Contingency Planning etc.). Reviews are also carried out relating to major corporate issues such as the use of Internet/E-Mail.

5.6 The IT auditor is also a member of the Councils’ Forensics Team, which was set up by the Council’s then Senior Management Team and which is chaired by the Head of Internal Audit.

6.
Contract Audit

6.1
The contract audit service is provided direct to all directorates and is a support service to the Internal Audit section.

6.2
Financial status and evaluation checks of contractors are provided to services by use of on-line facilities where detailed reports are required as part of the Council’s procedures for evaluating the suitability of potential contractors. Advice is also provided on financial security in respect of the performance of the contract in accordance with Contract Procedure Rules. 
6.3
The service also includes examination of contractors’ final accounts, the procurement of contracts and management of contracts. This takes into account Contract Procedure Rules, cross council reviews of contracts and procurement issues and advising officers and members on control and risk issues with the procurement and management of contracts.
7.
Governance/Control Environment Audits

7.1 This type of work concentrates on ensuring that the adopted Policies, Procedures and Standards of the Council are implemented within all directorates of the authority, and consequently throughout the Council as a whole.
7.2 Governance audits are high-level audits, which contribute towards ensuring that the Council meets its corporate priorities. The Calderdale Code of Corporate Governance underpins the governance arrangements required to be in place in order to ensure that the control environment, governance and the system of internal control arrangements within the organisation are robust.
7.3 All standards and policies are verified by Internal Audit on a cyclical basis due to the wider requirement of the Accounts and Audit (England) Regulations 2015, with regard to the system of internal controls and the requirement to prepare an Annual Governance Statement, which accompany the annual statement of accounts.
7.4 This area of audit work also requires an annual Head of Internal Audit assurance and opinion statement to be completed, on the systems of internal control in place within the authority, in order to provide evidence for the Annual Governance Statement (AGS), as required by the Accounts and Audit (England) Regulations 2015.

It is important that Members note that Internal Audit cannot carry out a 100% check on all transactions of the Authority in each financial year.  Internal Audit resources are allocated to those areas where risk is felt to be greatest.  Co-operation with External Audit is also important to ensure that work areas are not duplicated and resources wasted.  Meetings are held with External Audit to confirm arrangements, particularly on System Based Audits.
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Appendix 4
DATASETS REQUIRED FOR THE NATIONAL FRAUD INITIATIVE (NFI) 

Council Tax

Council Tax Reduction Scheme

Register of Electors

Housing Benefits

Payroll

Pensions Gratuities

Pensions (Local Government, Civil Service, NHS and Armed Forces)

Student Loans

Housing Tenants

Housing Waiting Lists

Right to Buy

Insurance Claims

Market Traders

Taxi Licence Holders

Personal Alcohol Licence Holders

DWP Deceased Records

Disclosure of death registration information (DDRI) records

UK Visas

In Country Immigration

Creditors

Blue Badge Holders

Private Residential Care Home Residents

Personal Budgets

Appendix 5
The Regulation of Investigatory Powers Act 2000
The Regulation of Investigatory Powers Act 2000 (RIPA) provides a legal framework and an umbrella of protection for surveillance and monitoring techniques carried out by public authorities including Local Authorities.  

RIPA regulates covert investigatory techniques in a manner that is compatible with the European Convention on Human Rights (ECHR), particularly Article 8 which provides for a right to respect for private and family life which is not an absolute right but a qualified right. This means that the Council can interfere with this right by way of covert surveillance provided that such interference is necessary and proportionate and in accordance with the law. 

As covert surveillance can be seen as being an intrusion into the lives of individuals, it is always to be seen as the course of last resort, with all other avenues of investigation having been considered and exhausted before consideration is given to undertaking surveillance. As such, all requests for surveillance operations are strictly monitored and are required to go through a rigorous internal authorisation process prior to approval being sought from a Justice of the Peace who provides an overview of the request and ensures that the alleged offence is punishable by sentence of at least 6 months imprisonment.
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Appendix 7
CALDERDALE MBC INTERNAL AUDIT

CHECKLIST FOR CONFORMANCE WITH THE PSIAS AND THE APPLICATION NOTE

	
	
	GC
	PC
	DNC

	
	Definition of Internal Auditing
	
	
	

	Reference
	Code of Ethics 
	
	
	

	1
	Integrity
	
	
	

	2
	Objectivity
	
	
	

	3
	Confidentiality
	
	
	

	4
	Competence
	
	
	

	Reference
	Attribute Standards 
	
	
	

	1000
	Purpose, Authority and Responsibility
	
	
	

	1010
	Recognition of the Definition of Internal Auditing, the Code of Ethics, and the Standards in the Internal Audit Charter
	
	
	

	1100
	Independence and Objectivity
	
	
	

	1110
	Organisational Independence
	
	
	

	1111
	Direct Interaction with the Board
	
	
	

	1120
	Individual Objectivity
	
	
	

	1130
	Impairments to Independence or Objectivity
	
	
	

	1200
	Proficiency and Due Professional Care (The sum of Standards 1210-1230)
	
	
	

	1210
	Proficiency
	
	
	

	1220
	Due Professional Care
	
	
	

	1230
	Continuing Professional Development
	
	
	

	1300 
	Quality Assurance and Improvement Programme (The sum of Standards 1310-1320)
	
	
	

	1310
	Requirements of the Quality Assurance and Improvement Programme
	
	
	

	1311 
	Internal Assessments
	
	
	

	1312 
	External Assessments
	
	
	

	1320 
	Reporting on the Quality Assurance and Improvement Programme
	
	
	· 

	1321
	Use of Conforms with the International Standards for the Professional Practice of Internal Auditing
	
	
	

	1322
	Disclosure of Non-conformance
	
	
	

	Reference
	Performance Standards 
	
	
	

	2000 
	Managing the Internal Audit Activity (Sum total of Standards 2010 – 2060)
	
	
	


	2010 
	Planning
	
	
	

	2020 
	Communication and Approval
	
	
	

	2030 
	Resource Management
	
	
	

	2040 
	Policies and Procedures
	
	
	

	2050 
	Coordination
	
	
	

	2060 
	Reporting to Senior Management and the Board
	
	
	

	2070
	External Service Provider and Organisational Responsibility for Internal Audit
	n/a
	
	

	2100 
	Nature of Work (Sum of Standards 2110 – 2130)
	
	
	

	2110 
	Governance
	
	
	

	2120 
	Risk Management
	
	
	

	2130 
	Control
	
	
	

	2200 
	Engagement Planning (Sum of Standards 2201-2240)
	
	
	

	2201 
	Planning Considerations
	
	
	

	2210 
	Engagement Objectives
	
	
	

	2220 
	Engagement Scope 
	
	
	

	2230 
	Engagement Resource Allocation 
	
	
	

	2240 
	Engagement Work Programme
	
	
	

	2300 
	Performing the Engagement (The sum of Standards 2300-2340)
	
	
	

	2310 
	Identifying Information
	
	
	

	2320 
	Analysis and Evaluation
	
	
	

	2330 
	Documenting Information
	
	
	

	2340 
	Engagement Supervision
	
	
	

	2400 
	Communicating Results (Sum of Standards 2410-2440)
	
	
	

	2410 
	Criteria for Communicating
	
	
	

	2420 
	Quality of Communications
	
	
	

	2421 
	Errors and Omissions
	
	
	

	2430 
	Use of ‘conducted in conformance with the International Standards for the Professional Practice of Internal Auditing’
	
	
	

	2431 
	Engagement Disclosure of Non-conformance
	n/a
	
	

	2440 
	Disseminating Results
	
	
	

	2450
	Overall Opinions
	
	
	

	2500 
	Monitoring Progress
	
	
	

	2600 
	Communicating the Acceptance of Risks
	
	
	


Definitions

GC Generally Conforms means the evaluator has concluded that the relevant structures, policies, and procedures of the activity, as well as the processes by which they are applied, comply with the requirements of the individual Standard or element of the Code of Ethics in all material respects. For the sections and major categories, this means that there is general conformance to a majority of the individual Standards or elements of the Code of Ethics, and at least partial conformance to the others, within the section/category. There may be significant opportunities for improvement, but these must not represent situations where the activity has not implemented the Standards or the Code of Ethics, has not applied them effectively, or has not achieved their stated objectives. As indicated above, general conformance does not require complete/perfect conformance, the ideal situation, successful practice, etc.
PC Partially Conforms means the evaluator has concluded that the activity is making good-faith efforts to comply with the requirements of the individual Standard or element of the Code of Ethics, section, or major category, but falls short of achieving some major objectives. These will usually represent significant opportunities for improvement in effectively applying the Standards or Code of Ethics and/or achieving their objectives. Some deficiencies may be beyond the control of the activity and may result in recommendations to senior management or the board of the organisation.
DNC Does Not Conform means the evaluator has concluded that the activity is not aware of, is not making good-faith efforts to comply with, or is failing to achieve many/all of the objectives of the individual Standard or element of the Code of Ethics, section, or major category. These deficiencies will usually have a significant negative impact on the activity’s effectiveness and its potential to add value to the organisation. These may also represent significant opportunities for improvement, including actions by senior management or the board. Often, the most difficult evaluation is the distinction between general and partial. It is a judgment call keeping in mind the definition of general conformance above. Carefully read the Standard to determine if basic conformance exists. The existence of opportunities for improvement, better alternatives, or other successful practices do not reduce a generally conforms rating.
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Appendix 9
JOINT WORKING WITH KIRKLEES AND CALDERDALE INTERNAL AUDIT TEAMS
1. Since 2014/15 the Internal Audit teams of the two authorities have been working together on a number of projects. Although the Councils have identical functions, with the exception that Kirklees has retained a HRA operation, the methods of service delivery have evolved differently over the years.

2. Notwithstanding this there are many areas with similar audit features and risks, and it has been possible to identify a programme of working together that fits the risk profiles of each authority.

3. In some cases the same audit is replicated in each authority; in others findings from one authority are used to highlight potential risk areas in the other.

4. In some cases planned work does not progress because it becomes clear that the authorities’ approaches and requirements are fundamentally different, or it is not possible to coordinate timing of work.
Areas of Joint Working In 2015/16
Agency Staffing

External Placements of Older People
Children’s Centres

Declarations of Interest

Officer Travel Expenses

Council Tax Reduction Scheme Fraud Indicators

Blue Badge Fraud Verification

Deferred Payments (Care Act)

Business Continuity
From the joint pieces of work carried out throughout 2015/16 the following benefits were derived from the collaboration:-

(d) Identifying emerging risks and audit areas for review.    

(e) Sharing of knowledge regarding the areas to be reviewed. 

(f) Developing and sharing work programmes.

(g) Sharing details of best practice in each authority. 

(h) Exchanging standard documentation used in each authority.

(i) Statistical / cost comparisons for assessing value for money.  


Planned Areas Of Joint Working For 2016/17
Forestry Teams

Better Care Fund/ Deferred Payment (Care Act)

School Admissions Policies

Careers Service

Children’s External Placements

Private Sector Housing Enforcement

Benefits/CTR Overpayment Recovery

Revenue Recovery and Enforcement

Registrars

Winter Maintenance and Contract Management

Road Accident and Casualty Reduction

Memorial Safety

Pest Control
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